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At the 2008 Chinese Internet Research Conference,
Lokman Tsui, in his paper titled “The Great Firewall as
Iron Curtain 2.0,” argued that the Great Firewall meta-
phor obscures and limits our understanding of Internet
censorship in China.! The term, combining “great wall”
and “firewall,” is used to describe the Chinese govern-
ment’s efforts to control the Internet while at the same
time drawing on the Cold War term “iron curtain.” Yet
the phrase “Great Firewall of China” gives outsiders the
wrong impression, suggesting that in order to bring
freedom of speech to the Chinese people, the wall
should be pulled down to enable all good things, such as
democracy, from the outside to get in.

The reality, however, is much more complicated.
The Chinese Internet censorship system that filters or
blocks external websites from internal view is only one
part of a complex set of mechanisms. The Chinese gov-
ernment also uses cyber police and legal regulations to
censor online content, and implements various types of
surveillance and punitive actions to bring about self-
censorship. Most entities in the private sector in China
employ people to read and censor content manually,
and can be warned or shut down by the Chinese gov-
ernment if they violate rules of acceptable content.

There are also Chinese blogs, emails, social net-
works, and text messaging services that have opened
up new forums for exchanging ideas, and these have
created new targets for censorship. Since China has
never had mechanisms to accurately detect and reflect

public opinion, blogs and BBS (bulletin board system)
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have become an effective route to form and communi-
cate society’s public opinion. We should not underes-
timate the extensive consequences that the Internet
has brought to every realm of global affairs. The Inter-
net has enhanced the capabilities of traditional actors
such as the state and firms, but these technologies have
also empowered less privileged groups by providing
information and facilitating participation in policy-
making procedures.

The Internet and other networking technologies
have facilitated change in the dynamic between the
Beijing regime and the people in China. Who is win-
ning the cat-and-mouse game? I argue that the Inter-
net, more specifically Weibo (f#f#), the Chinese ver-
sion of Twitter, and the microblogging system, have
strengthened both the government and the people in
China. Weibo has more functions than Twitter, such as
commenting on others’ posts, turning a message into a
conversation, and transmitting photographs and other

files with posts. More recently, a great deal of political-
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ly sensitive material survives in the Chinese blogos-
phere provided by blog service providers such as Sina
(#1iR), Tencent (J£111), Sohu (##J), and so on. The
Chinese government is learning to adapt to these new
circumstances, and becoming more responsive.? In-
stead of strictly monitoring every posted comment on
the Web, the Chinese government is selectively tolerat-
ing Internet expression “to provide a safety valve for the
release of public anger™ and improve its governance.
This article is organized into four sections: a de-
bate concerning the political impact of the Internet in
the context of Chinese state-society relations; an ex-
amination of how Chinese leaders censor the people’s
use of the Internet and Weibo, and how their citizens
use Weibo to gather information, exchange views, and

organize protests and rallies; and a brief conclusion.

The Main Debate: Two Contending Perspectives

There are two opposing political views on the applica-
tion of information technology in China: one sees the
Internet and related technologies as allowing more
opportunities for public participation, civic engage-
ment, and strengthening the interaction between the
people and government institutions in China, and the
other views these technologies as allowing the Chinese
government to control and regulate the Internet in
whatever way it wants.

Guobin Yang has emphasized that the social uses
of the Internet have fostered public debate and discus-
sion of societal problems, and in the process have
created a new associational form—the virtual commu-
nity.* The Internet has also introduced new elements
into the dynamics of protest. Specifically, there is now
a widespread belief in the policy world that advanced
technology will pose an insurmountable threat to au-
thoritarian regimes. Ronald Reagan’s speech at Lon-
don’s Guildhall on June 14, 1989, was a good example
of this view when he declared, “Technology will make

it increasingly difficult for the state to control the in-

formation its people receive ... The Goliath of totalita-
rianism will be brought down by the David of the mi-
crochip” Presidents Bill Clinton and George W. Bush
were also staunch proponents of the idea that the In-
ternet is inherently a force for democracy.

However, scholars like Lawrence Lessig argue that
governments anywhere can most certainly regulate the
Internet, both by controlling its underlying code and
by shaping the legal environment in which it operates.®
According to Shanthi Kalathil and Taylor Boas, the
Chinese state acts as a designer of Internet develop-
ment and makes it less likely that non-state actors will
have a political impact because Internet users “may
back away from politically sensitive material on the
web, and entrepreneurs may find it more profitable to
cooperate with authorities than to challenge their cen-

sorship policies.””

Chinese Censorship 2.0

Several political bodies are in charge of Internet content
in China, including most prominently the Central Propa-
ganda Department, which ensures that media and cul-
tural content follow the official line as mandated by the
CPC and the State Council Information Office (SCIO),
which oversees all websites that publish news, including
the official sites of news organizations as well as indepen-
dent sites that post news content.® The Chinese govern-
ment has adopted two main strategies to repress political-
ly sensitive or “subversive” content online. First, the lead-
ers use technical methods, cyber police, and legal regula-
tions to screen online content. Second, the government
implements various types of surveillance and punitive
actions to boost self-censorship.’

Using technology known as the “Great Firewall,"
the system blocks content by preventing Internet Pro-
tocol (IP) addresses from being routed through stan-
dard firewall and proxy servers at Internet gateways,
blocks websites on an array of sensitive topics,'® while

tens of thousands of government monitors and citizen
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volunteers regularly check blogs, chat forums, and
even email to ensure nothing challenges the Party's
propaganda. In China, Internet services are based on
interconnecting networks, which are the national
backbone networks that connect domestic Internet
service providers (ISPs) to international networks.
Since ISPs must obtain permission from one of the
interconnecting networks to access global networks,
they are under effective state control.

Chinese leaders have also been promoting self-
censorship among the population as well as making
the private sector, e.g. Internet Service Providers (ISPs),
and owners of Internet cafes (wangba, literally, Net bar)
more accountable for monitoring their customers’
emails and messages. To avoid being held legally liable
for any inappropriate conduct, most Internet service
and content providers prohibit users from seeing polit-
ically sensitive websites. Business owners use a combi-
nation of their own judgment and direct instructions
from propaganda officials to determine what content
to ban.!* The Chinese government imposes long pris-
on sentences on scholars, journalists, and dissidents
for expressing opinions that challenge the Party’s views
or for leaking state secrets across borders. The strong
punishment is especially aimed at preventing large-
scale distribution of information that may lead to fur-
ther collective action, especially off-line actions such
as mass demonstrations or signature campaigns."

Although the political and social implication of
the Internet depends largely on decisions made by

leaders and policy makers in China, the Internet has

facilitated the diffusion of power over information
from the central bureaucracy to dissidents, students,
and members of groups. The Internet allows the dis-
semination of information, especially through Weibo,
to coordinate, organize, motivate, and transmit infor-
mation with greater ease and rapidity than ever before.
The following section will introduce the most popular
and powerful medium, Weibo, that people use in Chi-
na, and analyze the Wenzhou train crash case, where
Weibo helped to disseminate information and organize

protest events.

Creating Alternative Space: Weibo

Although Twitter, the original microblog service, has
been blocked in China, major websites have launched
their own Twitter clones, and these have become impor-
tant alternative channels for information. Microbloggers
can publish messages, limited to 140 characters in
length, conveying their thoughts, emotions, opinions,
and what they see anytime, from any location, through
cell phones or Web pages.'* Chinese mirobloggers show
a strong interest in current affairs and form microblog-
ger tribes through “follow” links, equivalent to a small-
scale forum or platform of news and politics.”®> These
microbloggers, who are netizens, can cover sudden in-
cidents live on the spot. In China, microblogging has
been especially active since 2009, and users reached 194

million (see Figure 1) by July 2011.
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Figure 1: Number of Weibo Users

(Scale: 1,000)
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Source: China Internet Network Information Center (CNNIC), July 2011.

Like BBSs, anyone with Internet access can start a
blog on a hosting service with a very low cost of entry.
Although most posts are personal in nature, more and
more microbloggers are writing about public affairs
and criticizing local government officials, particularly
in relation to social justice, corruption, or people’s dai-
ly experience.' One of the crucial impacts of this new
technology is that negative reports and criticism of
governments’ misbehavior are now being exposed and
disseminated online. Sometimes such a process is tole-
rated by central authorities to keep local government
officials more accountable to the center and to allow
“the public to let off steam before it erupts uncontroll-
ably, perhaps resulting in public protests”!’

These emerging patterns of online interaction and
communication underline how the Internet, more spe-
cifically microblogs, has expanded freedom of expres-
sion and broadened public discourse under the autho-
ritarian regime. Citizens™ rising demands for greater
freedom of expression, combined with new technolo-
gies, are challenging government control of informa-
tion and media. Some popular microbloggers have
large numbers of loyal followers and mobilize protests

and petitions through the Internet.

http://www.199it.com/archives/2011071913139.html

Wenzhou Train Crash and Weibo

On July 23, 2011, two high-speed trains collided on a
viaduct in the suburbs of Wenzhou, Zhejiang Province,
China. Train number D3115 was struck by lightning
near the town of Wenzhou on the Ningbo-Taizhou-
Wenzhou rail line and then lost power and stopped
while Train D301, running from Beijing south to Fuz-
hou on the same line, then rammed into the back of
it."® Six coaches derailed and four from D301 fell off
the viaduct. Forty people were killed, and at least 200
were injured.” Officials hastily pursued rescue opera-
tions, ordered the burial of the derailed cars and dead
bodies, and issued directives to limit media and Inter-
net coverage of this accident. The governments reac-
tion drew a great number of criticisms from online
communities and media outlets, including defiance of
officially sanctioned reporting rules on state-owned
networks. Immediately after netizens™ criticism, Chi-
na's State Council ordered a thorough investigation.
Since the accident, China’s two major Twitter-like
microblogs, Sina (FEf##H) and Tencent Weibo
(F5 1R #41H), have posted more than 26 million messag-
es on the tragedy, including some that have forced em-
barrassed officials to change their previous decision to
cover up what occurred. Although there were govern-
ment censors assigned to monitor public opinion,
most of the Weibo posts streaming onto the Web were

unimpeded. The very nature of Weibo posts, which
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spread faster than censors can react, makes Weibo
beyond easy control.

Within hours of the first report of the crash,
comments and criticism were piling up, and over a
week later, the flow of posts had barely slowed. There
were more than ten million comments about the acci-
dent, nearly all of them extremely angry, and in user-
created polls, netizens have again and again showed

that they are angry with how the crash was handled by

the government; in every poll, “very dissatisfied” has
won with overwhelming numbers, and most of the
polls have accrued tens and even hundreds of thou-
sands of votes. According to a poll from Sina Weibo
(see Figure 2), 94 percent of the respondents said they
were “very dissatisfied since the government [was] not
showing respect for human life,” and zero percent said

they were “very satisfied.”

Figure 2: Are you satisfied with the government’s handling of the train accident in Wenzhou?

Are you satisfied with the government’s
handing of the train accident in Wenzhou?

A

Very dissatisfied; they're not showing
respect for human lifel

Mot satisfied, the rescue wasn't up to
proper standards.

It was OK, at least they saved
a few people.

Satisfied, but only with the citizen
{unofficial) rescue efforts.

Very satisfied, the govemment
is doing well.

Like all domestic companies, Sina is required to
censor content on its site, but the Wenzhou train crash
incident has became too big for them to censor. Al-
though deleting individual messages rarely works, it
would be very dangerous and obvious to delete all
messages about the accident, since by the time a cen-
sor finds the messages to delete, they have already
been re-tweeted by dozens, hundreds, or thousands of
others. In the case of the Wenzhou train crash, the
Chinese government’s attempt to control reporting on
the story was leaked onto Weibo, and provoked the
already angered and dissatisfied Chinese people to ask

for investigation of the case.

Source: Sina Weibo(CHT{R {4 1), July 24, 2011.
Conclusion

The Chinese government still imposes many restric-
tions on the Internet, both in terms of communication
methods—for example, blogs or BBSs--and in terms of
content--that is, what information is allowed on these
open media. The recent “jasmine revolution” in China
is one good example of what the party leaders are
wondering about. On February 19, 2011, Chinese au-
thorities suppressed online calls for a “jasmine revolu-
tion” and quickly dispersed small crowds that gathered
in Beijing and Shanghai in an apparent attempt to
spark an uprising similar to those roiling the Middle
East and North Africa. Dozens of activists were de-
tained, mass text messages were jammed and searches

for the word “jasmine” were blocked on Chinese mi-
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cro-blogging websites.

These events, however, do not mean that the Chi-
nese government is winning the cat-and-mouse game.
As we have seen, the Internet, and more specifically
Weibo, is opening China to ideas and debates that have
not generally been available through traditional media
such as television, radio, and daily newspapers. By using
Weibo, China’s citizens are becoming better informed
about domestic and international affairs and are more
easily mobilized. When "sensitive" information appears
on Weibo, many netizens help to quickly republish and
distribute it, often one step ahead of government cen-
sorship.?’ Chinese leaders have realized that they must
allow citizens some freedom online in order to prevent
unexpected challenges to the CCP.

Weibo is helping more citizens to participate in
public affairs and to demand more from their govern-
ment. As Xiao Qiang, media scholar at the University
of California at Berkeley, has argued, the Chinese gov-
ernment is starting to adapt to these new demands, as
long as the demands are not related to sensitive issues
such as Falun Gong, the Tiananmen Crisis, Tibet and
Taiwan independence, or Liu Xiaobo, thus leading
toward “the possibility of better governance and citi-
zen participation”?' Since early 2010, more and more
party and government officials are opening Weibo
accounts, trying to reach the public and maintain legi-
timacy through this new channel. However, this does
not imply that the government leaders are ready to
include Chinese people into the final decision-making
process or make the process more transparent. The
central government relies on the supervisory role of
citizens on the Internet to exercise pressure on local
government and state-owned enterprises’ corruption.
By punishing the corrupted local bureaucrats or entre-
preneurs, the central authorities will gain more sup-
port from the people and hold local officials more ac-
countable to the center and to the public.

The major target in Hillary Clinton’s speech on
“Internet Freedom” in January 2010 was China and

other authoritarian countries facing strict censorship

of the Internet. The point of the speech was that if the
United States or any freedom-loving Western country
can tear down the censorship wall in China and other
authoritarian countries, then political change, and
transition to democracy, will be greatly accelerated.
Therefore, the State Department will financially help
individuals silenced by oppressive governments and
support “the development of new tools that enable
citizens to exercise their rights of free expression by
circumventing politically motivated censorship.”**

As we have seen, the situation is much more com-
plicated. In China, the Great Firewall is just one cen-
soring system out of several, and most of the individu-
als are not silenced under the Chinese government.
Chinese people are using the Internet and Weibo effi-
ciently to deliver their complaints to the center or local
officials and the government is gradually adapting to
this new environment. Although there are certain lim-
its in talking about sensitive issues, the development of
the Internet and Weibo is mutually strengthening the
state and society in China.?® Therefore, who is win-

ning the cat-and-mouse game? Both are. m

Acknowledgement
The author thanks Chaesung Chun and Minja Lee for

helpful comments.

Jongpil Chung is an assistant professor at the

Department of Political Science, Kyung Hee University.

© 2011 by the East Asia Institute



EAIl Issue Briefing

Notes

' Lockman Tsui. 2008. “The Great Firewall as Iron Cur-
tain 2.0: Implications of China’s Internet Most Dominant
Metaphor for U.S. Foreign Policy; Chinese Internet Re-
search Conference, June 13, The University of Hong
Kong.

? Xiao Qiang. 2011. “The Battle for the Chinese Internet,”
Journal of Democracy 22, 1: 60.

* Ibid., 59.

* Guobin Yang. 2003. “The Internet and Civil Society in
China: A Preliminary Assessment.” Journal of Contempo-
rary China 12, 36: 453-475.

> Ronald Reagan. 1989. Speech at Londons Guildhall,
June 14.

¢ Lawrence Lessig. 1999. Code and Other Laws of Cyber-
space. New York: Basic Books.

7 Shanthi Kalathil and Taylor C. Boas. 2003. Open Net-
works, Closed Regimes: The Impact of the Internet on Au-
thoritarian Rule, 136. Washington D.C.: Carnegie En-
dowment for International Peace.

8 Xiao Qiang. 2008. “The Rise of Online Public Opinion
and Its Political Impact” The 6th Annual Chinese Inter-
net Research Conference, June 13-14, The Journalism
and Media Studies Center, University of Hong Kong.

® Jongpil Chung. “Comparing Online Activities in China
and South Korea: The Internet and the Political Regime.”
Asian Survey 48, 5: 727-751.

10" Sensitive topics include: violating the basic principles
in the Constitution; endangering national security, dis-
closing state secrets, subverting the national regime, or
undermining national unification; harming the dignity or
interest of the state; instigating ethnic hatred or discrimi-
nation, or undermining ethnic solidarity; breaking state
policies on religion, or diffusing evil cults or superstition;
spreading rumors to derange social order or destroy so-
cial stability; spreading obscenity, pornography, gambling,
violence, terror or abetting the commission of crimes;
insulting or slandering others, or infringing upon the
legitimate rights and interests of others; inciting illegal

assemblies, associations, marches, or demonstrations, or

assembling a crowd to disturb social order; conducting
activities in the name of an illegal civil organization; any
other content prohibited by law or administrative regula-
tions of the state; Web sites belonging to outlawed or
suppressed groups, such as pro-democracy activists and
Falun Gong; news sources that often cover topics such as
police brutality, the Tiananmen Square protests of 1989,
freedom of speech and democracy, Voice of America and
the Chinese edition of BBC News; sites related to the
Taiwanese government, media, or other organizations,
including sites dedicated to religious content, and most
large Taiwanese community websites or blogs, and so on.
! Jongpil Chung. 2009. “Comparing Online Activities,’
735.

12 Rebecca MacKinnon. “Chinas Censorship 2.0: How
Companies Censor Bloggers.” First Monday 14, 2.

1 Xiao Qiang. “Rise of Online Public Opinion”

'* Ying Chan. 2010. “Microblogs Reshape News in China.”
China Media Project. October 12.

*China Digital Times. 2009. “Official Report: Microblog-
ging Became the Most Powerful Public Opinion Center”
December 22.

16 Xiao Qiang. “The Battle for the Chinese Internet.” 56.
17 1bid., 56.

'® Ju Huanzong. 2011. “At Least 33 Dead, 190 Injured in
East China Train Crash,” Xinhua News Agency. July 24.

¥ Ibid.

% Xijao Qiang. “Rise of Online Public Opinion.”

! Xiao Qiang. “The Battle for the Chinese Internet.” 60.
*2 Hillary Clinton. 2010. “Remarks on Internet Freedom.”
January 21.
http://www.state.gov/secretary/rm/2010/01/135519.htm.

# Yongnian Zheng. 2008. Technological Empowerment:
The Internet, State, and Society in China. Stanford, CA:

Stanford University Press.

© 2011 by the East Asia Institute




